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ARTICLE INFORMATION ABSTRACT

The growing reliance on digital video across education, entertainment,
communication, and security applications has made video one of the most widely
used forms of multimedia data, yet this growth has also exposed video files to risks
such as unauthorized access, data theft, content manipulation, and misuse of digital
information. This study addresses these risks by implementing the Discrete Wavelet
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Transform (DWT) algorithm as a signal-processing-based method for securing video
files. DWT decomposes each video frame from the time domain into the frequency
domain, producing a visual representation that is difficult to recognize, while the
Inverse Discrete Wavelet Transform (IDWT) reconstructs the video back to a form
approximating the original. A security key was applied to the wavelet coefficients to
prevent reconstruction without proper authorization. The system was built in Python
using OpenCV for video processing, PyWavelets for the DWT/IDWT operations,
NumPy for numerical computation, and CustomTKkinter for the desktop interface,
following a Research and Development approach with a Waterfall development

model. Black box testing confirmed that the encryption and decryption functions
operated correctly across the tested video files, and quality evaluation using Peak
Signal to Noise Ratio (PSNR), Mean Squared Error (MSE), Signal to Noise Ratio
(SNR), and entropy showed that the encrypted videos exhibited substantial visual
distortion relative to the originals, with PSNR values around 10-11 dB, MSE values
in the range of roughly 5,100-5,700, and an entropy of approximately 7.37,
indicating that the visual structure of the video content was concealed effectively.
These findings suggest that DWT can serve as a practical signal-transformation-
based approach to video data security, although its protection level remains below
that of dedicated cryptographic algorithms such as AES or RSA, leaving room for
future work that combines DWT with stronger cryptographic techniques.
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INTRODUCTION

The rapid advancement of information and communication technology has driven a substantial increase in the use of
digital data, particularly video files, across fields such as education, entertainment, social media, documentation, and
security systems. Video has become one of the primary media for conveying information because it can present visual
and audio content simultaneously. However, the same ease of storing and distributing video files over the internet has
introduced security concerns, since video data remains vulnerable to threats such as theft, interception, unauthorized
duplication, and content manipulation by irresponsible parties, all of which can be especially damaging when the video
in question is private, confidential, or otherwise valuable [1,2,3].

Addressing this vulnerability calls for a security method capable of protecting video files from unauthorized access,
copying, or alteration. One viable approach is to apply a digital signal transformation technique known as the Discrete
Wavelet Transform (DWT), which converts data from the time domain into the frequency domain. Through this
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transformation, the structure of video data can be converted into a form that is difficult to recognize directly, thereby
raising the security level of the video file. In this study, DWT is used to scramble and obscure video content so that it
cannot be understood without an inverse transformation process; once DWT has been applied, the resulting coefficient
structure changes such that the file cannot be displayed normally without proper authorization. To return the video to its
original form, the Inverse Discrete Wavelet Transform (IDWT) is applied, which allows the secured file to be restored
with quality approaching that of the original, provided that the correct transformation parameters are used [4,5.

The anticipated outcome of this research is a system capable of securing video files effectively, such that processed videos
become visually unrecognizable while still being reconstructable with preserved quality, ultimately strengthening the
confidentiality of video content during both storage and transmission. At the same time, DWT carries certain limitations
that are important to acknowledge: it is not inherently a cryptographic algorithm, and as such its security level remains
below that of dedicated encryption methods like AES or RSA. The transformation and reconstruction of large video files
also demand considerable computation time, and any error introduced during the transformation or inverse-transformation
stages can degrade the quality of the reconstructed video. For these reasons, the present study treats DWT specifically as
a signal-transformation-based security method, leaving open the possibility of combining it with other cryptographic
algorithms in future development.

Based on this background, the research questions guiding this study concern how the DWT algorithm can be applied to
secure video files, how the algorithm functions to prevent unauthorized access, what results are produced after the
transformation and inverse-transformation processes, and to what extent DWT succeeds in preserving both the security
and the quality of video files. The scope of the study is limited to securing video files using DWT in the MP4 format,
implemented in Python, without comparing DWT against other security or cryptographic algorithms such as AES, DES,
or RSA, and the system testing focuses solely on verifying the success of the security process and the resulting video
quality after reconstruction.

This research is intended to contribute theoretically to the field of informatics engineering, particularly in multimedia data
security and digital signal processing, while also serving as a practical starting point for securing video files from
unauthorized access and as a reference for further academic work, such as combining DWT with other cryptographic
algorithms to achieve stronger protection.

METHOD

Research Methods

This research was conducted within the Fakultas Teknik Informatika environment and at the researcher's residence, using
a personal computer for designing, building, and testing the video security application. The study spanned approximately
four months, from the literature review stage through final report preparation, covering system requirements analysis,
application design, program implementation, system testing, and analysis of results. The hardware used in development
consisted of a laptop with an Intel Core i3 or Ryzen 3 processor, a minimum of 4 GB of RAM, 256 GB of SSD or HDD
storage, and standard input devices [6,7,8]. On the software side, the system was built using Python as the primary
programming language, supported by OpenCV for video and image processing, PyWavelets for implementing the DWT
and IDWT algorithms, NumPy for numerical data processing, CustomTkinter for constructing the application interface,
and VLC Media Player for playback during testing.

The study adopted a Research and Development (R&D) approach, reflecting its focus on developing a software product
for digital video file security, and followed the Waterfall development model because of its systematic, structured stages
that facilitate application development from initial analysis through final testing. The first stage, requirements analysis,
involved a literature review covering the DWT algorithm, digital video processing, and multimedia security techniques,
together with an analysis of functional and non-functional system requirements to establish the foundation for
development[9,10]. The second stage, system design, translated the requirements analysis into system flowcharts, a video
security flowchart, a video reconstruction flowchart, and a user interface design. The third stage, implementation,
involved coding the application in Python using the OpenCV, PyWavelets, NumPy, and CustomTKkinter libraries, covering
both the video security process and the video reconstruction process built around DWT and IDWT. The fourth stage,
testing and validation, verified that all system functions operated correctly and met the research requirements, using black
box testing for functional verification and the PSNR and MSE parameters for video quality evaluation [11,12].
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Figure 1. System Flowchart

The research distinguished between input and output variables. The input variable consisted of digital video files in MP4
format, varying in size and duration, that were processed through frame reading, DWT transformation, and reconstruction.
The output variables consisted of the secured video and the reconstructed video: the secured video resulted from DWT
processing and became difficult to recognize directly, while the reconstructed video was restored to a form approximating
the original through IDWT and was subsequently evaluated using the PSNR and MSE parameters. Data collection
combined a literature study of journals, books, research articles, and prior theses related to multimedia security, digital
video processing, and the DWT algorithm; direct observation of video security issues such as data theft, misuse, and
content manipulation in unsecured video files; and direct experimentation in which several video files of varying size and
duration were processed through the built application to assess its security and reconstruction performance. The resulting
data were analyzed descriptively based on the PSNR and MSE quality parameters, where PSNR values above 40 dB,
between 30 and 40 dB, between 20 and 30 dB, and below 20 dB were interpreted as indicating very good, good, adequate,
and poor video quality respectively, while MSE values approaching zero indicated very small differences between videos
and larger values indicated greater differences.
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Figure 2. Main System Page Mockup

The functional requirements established for the system specified that it should be able to accept video input, perform
video security processing using the DWT algorithm, perform video reconstruction using IDWT, store both the secured
and reconstructed video output, display a video preview, and display the results of video quality analysis using the PSNR
and MSE parameters. The non-functional requirements specified that the system should present an easily understandable
interface, operate stably, process video without errors, and be built using Python.

System design was visualized through flowcharts to clarify the overall application workflow. At the system level, the
process begins with the user providing video input, after which the system reads the video using OpenCV and decomposes
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it into image frames; the DWT transformation is then applied, the resulting output is reassembled into a new video file,
and the secured video is stored once processing is complete. The video security flowchart details the security-specific
stage: after the video is read and decomposed into frames, each frame is processed using the DWT algorithm to produce
frequency coefficients that obscure the visual information, after which the processed frames are reassembled into the
secured video and stored. The reconstruction flowchart describes the corresponding restoration stage: the secured video
is read and decomposed into frames, each frame is processed using the inverse DWT to restore the original data structure,
the restored frames are reassembled into a complete video, and the reconstructed video is stored. Quality evaluation using
MSE and PSNR was incorporated into this overall workflow to assess the resulting video against the original.

The user interface was designed around a single main page intended to simplify the security workflow for the user. The
main page provides video upload, a choice between encryption and decryption processes, DWT parameter settings such
as wavelet type, decomposition level, and threshold, a security key input field functioning as a password for the security
process, a progress bar indicating processing status, previews of the original and processed video, and an information
panel displaying quality metrics including PSNR, MSE, SNR, and entropy. The upload interface allows the user to select
a video file through a dedicated button, after which the selected file name is displayed, with support for MP4, AVI, and
MKV formats. The encryption and decryption interface presents separate buttons for initiating the security and
reconstruction processes respectively, alongside the DWT parameter settings, the security key field, and a button to begin
processing. The testing results interface displays the original and processed video alongside the resulting PSNR, MSE,
SNR, and entropy values, allowing the user to evaluate the outcome of the security process directly within the application.
To illustrate the underlying mechanism of the DWT algorithm, a manual calculation was performed using a simple 2x2
image frame matrix containing the values 100, 120, 80, and 60. The row transformation produced averages of 110 and 70
and differences of —10 and 10 for the first and second rows respectively, yielding an intermediate matrix of 110, —10, 70,
and 10. The subsequent column transformation produced the four DWT sub-band coefficients: LL =90, HL = 20, LH =
0, and HH = —10, confirming that the original data had been successfully decomposed into the four expected sub-bands.
Applying a security key of K = 12 to the principal LL coefficient through the encryption equation C'= C + K transformed
the value from LL = 90 to LL' = 102, after which the corresponding decryption equation C = C’ — K restored the original
value of LL = 90 using the same key, demonstrating that the security mechanism could be reversed correctly when the
proper key was supplied. Reconstruction via IDWT then reversed both the column and row transformations in turn, first
recovering the intermediate matrix of 110, —10, 70, and 10 from the sub-band coefficients and subsequently recovering
the original frame values of 100, 120, 80, and 60, confirming that the combination of DWT, key-based security, and
IDWT could restore the original data accurately.

The complete security process for an actual video file followed the same logic at scale: the video was read and decomposed
into frames using OpenCV, each frame was transformed using DWT to produce frequency coefficients, the resulting
coefficients were modified to obscure the visual content, and the processed frames were reassembled into the secured
output video, which was then stored for the subsequent reconstruction stage. Reconstruction reversed this sequence,
applying the inverse DWT to each frame of the secured video to restore its data structure before reassembling the frames
into a complete, restored video. System testing was conducted on both system functionality and the quality of the resulting
video, applying the PSNR and MSE parameters to evaluate reconstruction quality against the original video.

RESULTS AND DISCUSSION

The video security application was implemented as a desktop program in Python, drawing on OpenCV for reading and
processing video, NumPy for numerical operations, PyWavelets for the wavelet transformation, and CustomTkinter for
the user interface, and was run on a computer using the Windows 10 operating system. The implementation followed the
design established in the methods section, applying DWT to the encryption process and IDWT to the corresponding
decryption process for digital video. The application allows the user to select a video file through a dedicated button, after
which the system reads and displays information such as file name, format, size, and resolution so that the user can review
the characteristics of the video before processing. The user then selects either the encryption or decryption process and
configures the DWT parameters, including wavelet type, decomposition level, and threshold, before the system applies
the DWT transformation to each frame of the video to produce the secured output.

The application interface was designed to be straightforward and easy to use. The main page integrates the file selection
button, the security key input field, the encryption and decryption buttons, and an information panel displaying the results
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of each process, functioning as the central point from which the user controls the entire workflow from video selection
through final storage. The encryption and decryption selection menu allows the user to choose between securing a video
using the DWT algorithm and the security key, or restoring a previously secured video using the corresponding key,
serving as the initial step before the system carries out the chosen process. The security key input interface requires the
user to enter the key used for either encryption or decryption, ensuring that only a user with the correct key can access or
restore the video to its original form, a step that constitutes an important part of strengthening the security provided by
the DWT-based process. The results display presents previews of the original and processed video so that the user can
confirm that the selected operation completed successfully, serving as an indicator that the system has correctly secured
or restored the video as requested. The metrics panel presents the file information together with the resulting MSE and
PSNR values, where MSE reflects the level of error between the original and reconstructed video and PSNR reflects the
quality of the reconstruction, together providing a basis for evaluating how well the DWT algorithm preserved video
quality through the security and recovery cycle. A system log panel records the activity occurring during processing,
including file selection, the encryption or decryption process, processing time, the storage location of the output file, and
the success status of the operation, helping the user monitor the system's progress.

Finally, a set of action buttons allows the user to open the folder containing the output file, save a report of the testing
results, and reset the application interface to its initial state, supporting convenient management of the processed output.
The DWT algorithm itself was implemented using the Daubechies (db4) wavelet at a specified decomposition level to
achieve an optimal transformation. Applying this transformation to each frame produced the LL, LH, HL, and HH sub-
bands used to obscure the visual content of the video, and this process was repeated across all frames until the entire video
had been transformed into a secured, visually unrecognizable form. During encryption, the system read the video using
OpenCV, decomposed it into frames, transformed each frame using DWT to produce frequency coefficients, modified
those coefficients to obscure the visual content, and reassembled the processed frames into the encrypted output video,
displaying a progress bar throughout to indicate processing status. Decryption reversed this sequence, applying the inverse
DWT to each frame of the encrypted file to restore its visual structure to a form approximating the original before
reassembling the frames into the final, restored video for display within the application. A visual comparison among the
original, encrypted, and decrypted video confirmed the intended behavior of the system. The original video retained a
clear and easily recognizable appearance, while the encrypted video appeared as noise-like content that could not be
identified directly. Decryption using the correct security key then successfully restored the video to a form closely
approximating the original, demonstrating that the system could perform both the securing and the restoring of video
content effectively using the DWT and IDWT algorithms.

System testing, conducted using black box testing across the application's core functions, confirmed successful operation
for video upload, the encryption process, the decryption process, output storage, and quality evaluation of the decrypted
video. Testing on three sample video files (Videol.mp4, Video2.mp4, and Video3.mp4) showed that the encryption
process succeeded for all three, producing visually encrypted output in each case, and that the subsequent decryption
process likewise succeeded for all three, with each resulting file playable afterward. These outcomes indicate that the
encryption process substantially altered the visual appearance of the video frames into noise-like content, confirming that
the DWT algorithm had been successfully applied as a video file security method, while the decryption results showed
that, despite a slight reduction in visual quality, the decrypted videos retained a high degree of similarity to the original.
Taken together, the testing demonstrated that the application could carry out its core functions correctly, with the security
process successfully rendering the video content unrecognizable and the reconstruction process successfully restoring it
to a form close to the original, while the system also produced PSNR, MSE, SNR, and entropy values for evaluating the
quality of the reconstructed video.
Table 1. Video Quality Test Results

No Video Name Resolution PSNR MSE SNR Entropy
1 Video mpl.mp4 720p 10.59 dB 5670.15 5.23dB 7.37
2 Video mp2.mp4 720p 11.04 dB 5116.69 5.28 dB 7.37
3 Video mp3.mp4 720p 10.59 dB 5670.15 5.23dB 7.37

Quality testing using MSE and PSNR was performed on three 720p video files. The first and third files (Video mpl.mp4
and Video mp3.mp4) produced identical results, with a PSNR of 10.59 dB, an MSE of 5,670.15, an SNR of 5.23 dB, and
an entropy of 7.37, while the second file (Video mp2.mp4) produced a PSNR of 11.04 dB, an MSE of 5,116.69, an SNR
of 5.28 dB, and an entropy of 7.37. These results show relatively low PSNR values together with comparatively high
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MSE values across all three tested videos, indicating that the encrypted videos underwent substantial visual change
relative to the originals, such that their content could not be recognized directly. The entropy value of 7.37 observed
across all three files further indicates a comparatively high level of data complexity in the encrypted output, suggesting
that the DWT-based security process successfully obscured the visual structure of the video. The SNR values likewise
point to a substantial change in signal characteristics following the transformation process. Taken together, these findings
indicate that the DWT algorithm can function as a method for securing digital video files by rendering their visual content
difficult to recognize without the corresponding decryption process.

(0 oW Video Security 5
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Figure 3. Video Encryption Process Display

The mechanism underlying these results can be illustrated through the worked calculation example using the simple frame
matrix described in the methods section, which showed that DWT decomposes data into the LL, LH, HL, and HH sub-
bands, that the security key modifies these coefficient values so that the data cannot be reconstructed without the
corresponding key, and that applying the correct key during decryption restores the coefficients to their original values
for subsequent reconstruction using IDWT. This combination of frequency-domain decomposition and key-based
coefficient modification appears to be the basis for the substantial visual obscuring observed in the encrypted test videos,
while the corresponding decryption results confirm that the original structure can be recovered once the correct key is
supplied.

CONCLUSION

This study has demonstrated the implementation of the Discrete Wavelet Transform (DWT) algorithm for securing digital
video files, where the DWT-based security process, applied through frequency-domain transformation of each video
frame, successfully altered the visual appearance of the tested videos so that their content became difficult to recognize
directly, and testing using the PSNR, MSE, SNR, and entropy parameters confirmed a significant difference between the
original and encrypted videos, supporting the conclusion that DWT can meaningfully obscure video content for security
purposes; the study further succeeded in producing a complete desktop application, built in Python, capable of carrying
out both the encryption process using DWT and the corresponding decryption process using the Inverse Discrete Wavelet
Transform (IDWT), with black box testing confirming that the system's core functions operated as intended, and building
on these findings, future development could combine the DWT-based approach with other security algorithms to achieve
a higher overall level of protection, addressing the inherent limitation that DWT alone does not provide cryptographic-
grade security comparable to algorithms such as AES or RSA, while subsequent research could also extend the application
to support a wider range of video formats and refine the user interface to be more interactive and accessible for general
use.
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