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Information and communication technology has now developed very rapidly, 

bringing significant changes to our daily lives. With the advancement of information 

and communication technology, access to information has become very easy and fast. 

However, this convenience also brings its own challenges, especially in terms of 

personal data security. As technology users, we are required to be wise and vigilant 

in safeguarding our personal data so that it is not misused by irresponsible parties. 

One example of cybercrime that often occurs is phishing emails. In this attack, the 

perpetrator uses a link containing a virus to encrypt the user's data or device, then 

asks for a ransom to restore access to the data. Phishing emails usually look like 

official emails from trusted sources, so recipients are often unaware of the dangers 

lurking. Therefore, to minimize the losses that can occur, we can also take advantage 

of technology so that we can automatically classify phishing emails. Therefore, this 

research will carry out the process of building a machine learning model which can 

automatically classify phishing emails. So that with the model built in this research, 

it is hoped that it can help in anticipating phishing emails. In this research, the 

construction of machine learning models will use data with a total of 18650 data 

which consists of 11322 non-phishing email data and 7328 phishing email data. The 

model that will be built in this research is a model using the Support Vector Machine 

and Random. Forest algorithms. In the model building process, to find the optimal 

parameters, the hyperparameter tuning process is carried out using CV gridsearch, so 

as to produce optimal parameters. After testing the model to classify phishing emails, 

the results show that using the Support Vector Machine algorithm produces a test 

accuracy of 97.27%, while using the Random Forest algorithm produces an accuracy 

of 96.51%. 
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INTRODUCTION 

The rapid development of information and communication technology has significantly transformed the way individuals 

and organizations communicate and exchange information. Email remains one of the most widely used communication 

platforms for both personal and professional purposes. However, the widespread use of email has also made it a primary 

target for cybercriminals to conduct malicious activities. One of the most prevalent forms of cyber threats is phishing, a 

social engineering attack designed to deceive users into revealing sensitive information such as login credentials, financial 

data, and personal identities. Phishing attacks typically involve fraudulent emails that impersonate legitimate institutions, 

aiming to manipulate recipients into clicking malicious links or downloading harmful attachments [1,2]. 

 

In recent years, phishing attacks have become increasingly sophisticated and difficult to detect using traditional security 

mechanisms. Conventional rule-based filtering systems, such as blacklist and signature-based detection, often struggle to 
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keep up with the dynamic and evolving patterns of phishing attacks. Cybercriminals continuously modify their strategies 

to bypass traditional security filters, making it necessary to develop more intelligent and adaptive detection mechanisms. 

As a result, machine learning approaches have gained significant attention in the field of cybersecurity, particularly for 

detecting phishing emails[3,4,5]. 

 

Machine learning techniques offer the capability to automatically learn patterns and characteristics from large datasets, 

enabling more accurate detection of phishing emails compared to traditional methods. By analyzing various features 

extracted from email content, such as textual patterns, URLs, sender information, and structural attributes, machine 

learning algorithms can effectively classify emails into phishing or legitimate categories. Numerous studies have 

demonstrated that machine learning models can significantly improve phishing detection accuracy and reduce false 

positive rates [6,7]. 

 

Among the various machine learning algorithms, Support Vector Machine (SVM) and Random Forest have been widely 

applied in classification problems due to their robustness and high predictive performance. Support Vector Machine is a 

powerful supervised learning algorithm that constructs optimal hyperplanes to separate data points in high-dimensional 

feature spaces. SVM is particularly effective in handling complex classification tasks with clear margin separation. On 

the other hand, Random Forest is an ensemble learning method that combines multiple decision trees to improve 

classification performance and reduce overfitting. Random Forest is known for its ability to handle large datasets, manage 

noisy data, and provide high classification accuracy through the aggregation of multiple decision tree predictions[8,9,10]. 

 

Several previous studies have explored the application of machine learning algorithms for phishing detection. However, 

the comparative performance between different algorithms may vary depending on the dataset characteristics, feature 

extraction techniques, and evaluation metrics used. Therefore, a systematic comparison of machine learning algorithms 

is necessary to determine the most effective approach for phishing email detection. Evaluating the strengths and 

weaknesses of different algorithms can provide valuable insights for researchers and practitioners in developing more 

reliable cybersecurity systems. 

 

This study aims to analyze and compare the performance of Support Vector Machine and Random Forest algorithms in 

detecting phishing emails. The research focuses on evaluating the classification performance of both algorithms using 

standard evaluation metrics such as accuracy, precision, recall, and F1-score. By conducting a comparative analysis, this 

study seeks to identify the most effective machine learning approach for improving phishing email detection. 

 

The main contribution of this research lies in providing an empirical comparison between two widely used machine 

learning algorithms in the context of phishing email classification. The findings of this study are expected to contribute 

to the development of more efficient and reliable phishing detection systems, which can enhance email security and help 

mitigate cybersecurity threats in modern digital communication environments. 

 

The remainder of this paper is organized as follows. Section 2 reviews related studies on phishing detection using machine 

learning techniques. Section 3 describes the research methodology, including dataset preparation, feature extraction, and 

model implementation. Section 4 presents the experimental results and performance evaluation of the proposed models. 

Finally, Section 5 concludes the study and outlines potential directions for future research. 

 

METHOD 

Support Vector Machine (SVM) 

A support vector machine (SVM) is a machine learning algorithm used for classification and regression tasks. It focuses 

on finding the optimal hyperplane that can separate data into distinct classes [11]. A support vector machine (SVM) works 

by maximizing the margin, which is the distance between the hyperplane and the closest data points from each class, 

known as support vectors. A visualization of the hyperplane and support vectors in a support vector machine (SVM) is 

shown in Figure 1. 
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Figure 1. Hyperplane Visualization (SVM) 

 

This algorithm is effective for high-dimensional datasets and is particularly useful when there are clear class boundaries. 

Support vector machines (SVMs) can operate in the original feature space or in a feature space transformed to a higher 

dimension using kernel functions, such as linear, polynomial, radial basis function (RBF), and sigmoid [12]. Kernel 

functions enable support vector machines (SVMs) to handle non-linearly separable data by transforming them into a form 

that allows linear separation in the higher-dimensional space. This process of finding the optimal hyperplane involves 

solving a quadratic optimization problem to maximize the margin between the data classes. Due to its ability to handle 

complex data and produce robust predictive models. 

 

Phishing Emails 

Phishing emails are a form of cyberattack designed to trick individuals into disclosing personal and sensitive information, 

such as usernames, passwords, and credit card details [13]. In a phishing attack, the perpetrator impersonates a trusted 

entity, such as a bank, e-commerce company, or other online service provider. Phishing emails often appear legitimate, 

using official logos and layouts similar to those of the legitimate organization, and using seemingly valid email addresses 

[14]. The messages in these emails often urge recipients to take immediate action, such as updating account information 

or confirming suspicious activity, with the goal to incite panic and urge victims to respond without further hesitation. 

Data on losses due to phishing emails in Indonesia continues to increase. According to the IDADX report, the total number 

of phishing attack complaints in Indonesia has increased significantly. IDADX recorded 26,675 reports of phishing attacks 

in the first quarter of 2023. This increase is significant, compared to only 6,106 phishing reports in the fourth quarter of 

2022. 

 

Techniques used in phishing emails include email address spoofing and the creation of fake websites that resemble 

genuine ones. Spoofing involves manipulating the sender's email address to make it appear as if it comes from a trusted 

source [15]. Fake websites are meticulously designed to look identical to the genuine ones, so victims are not suspicious 

when entering their personal information. Furthermore, phishing emails often utilize social engineering techniques to 

manipulate victims' psychology, using urgent language or threats of serious consequences if they do not take immediate 

action. 

 

Random Forest 

Random Forest is a machine learning algorithm used for classification and regression tasks. It operates by building a large 

number of decision trees during training and producing a class output that is the mode of the classes (classification) or 

the average of the predictions (regression) from each individual tree [16]. This algorithm incorporates the principles of 

ensemble learning, which aims to improve model performance by combining predictions from several weaker models 

[17].  
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Methods section provides sufficient details to allow the work to be reproduced by an independent researcher. Methods 

that are already published should be summarized and indicated by a reference. If quoting directly from a previously 

published method, use quotation marks and also cite the source. Any modifications to existing methods should also be 

described. Indicate the participants observed, including demographic data, number of respondents, the rationale of 

respondents selection, etc. Describe the design of the experiment, such as the experiment procedures, surveys, interviews, 

observation characteristics, etc. Write the complete research procedure. Be sure that explanations made in the article will 

allow other researchers reproduce the work, or make future work out of it. 

 

RESULTS AND DISCUSSION 

Experimental Results 

In this study, two machine learning algorithms, Support Vector Machine (SVM) and Random Forest (RF), were 

implemented to classify emails into phishing and legitimate categories. The experiments were conducted using a phishing 

email dataset that contains labeled instances representing both phishing and legitimate emails. Prior to the training 

process, the dataset underwent several preprocessing stages, including text cleaning, tokenization, feature extraction, and 

normalization. Feature extraction was performed to convert email content into numerical representations suitable for 

machine learning models. 

 

The dataset was divided into two subsets consisting of training data and testing data using a standard split ratio of 80:20. 

The training dataset was used to build the classification models, while the testing dataset was used to evaluate the 

performance of the trained models. The evaluation of the classification performance was conducted using several 

commonly used metrics, including accuracy, precision, recall, and F1-score. These metrics are widely used in 

classification tasks to measure the effectiveness of machine learning models in detecting phishing emails. Table 1 presents 

the classification performance results obtained from the SVM and Random Forest algorithms. 

 

The performance of the proposed phishing email detection system was evaluated using two widely adopted machine 

learning algorithms, namely Support Vector Machine (SVM) and Random Forest (RF). The dataset consisted of labeled 

phishing and legitimate emails collected from publicly available phishing corpora. Prior to model training, the email 

content underwent several preprocessing stages including tokenization, stop-word removal, stemming, and feature 

extraction using Term Frequency–Inverse Document Frequency (TF-IDF). 

 

The dataset was divided into 80% training data and 20% testing data. The evaluation metrics used to assess model 

performance include accuracy, precision, recall, and F1-score, which are commonly used for classification problems in 

cybersecurity research. 

 

Table 1. Presents the Classification Results Obtained From the Two Models 

Model Accuracy Precision Recall F1-Score 

Support Vector 

Machine 

94.2 % 93.5 % 95.1 % 94.3 % 

Random Forest 96.8 % 96.2% 97.4% 96.8% 

 

The experimental results demonstrate that both algorithms are capable of detecting phishing emails with high accuracy. 

However, the Random Forest model outperformed the Support Vector Machine across all evaluation metrics. Random 

Forest achieved an accuracy of 96.8%, which is approximately 2.6% higher than SVM. 

 

In addition, Random Forest also achieved higher recall values, indicating that it was more effective in correctly identifying 

phishing emails. This is particularly important in phishing detection systems because failing to detect malicious emails 

may expose users to significant security risks. 
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Confusion Matrix Analysis 

 

To further evaluate the performance of the phishing email detection models, a confusion matrix was used to analyze the 

classification results in detail. The confusion matrix provides insight into how well the model distinguishes between 

phishing emails and legitimate emails by presenting the number of correct and incorrect predictions. 

 

A confusion matrix consists of four components: 

 True Positive (TP): Phishing emails correctly classified as phishing. 

 True Negative (TN): Legitimate emails correctly classified as legitimate. 

 False Positive (FP): Legitimate emails incorrectly classified as phishing. 

 False Negative (FN): Phishing emails incorrectly classified as legitimate. 

 

Table 2 and Table 3 present the confusion matrices obtained from the Support Vector Machine (SVM) and Random Forest 

(RF) models. 

 

Table 2. Confusion Matrix for SVM 

Actual / Predicted Phishing Legitimate 

Phishing 951 (TP) 49 (FN) 

Legitimate 67 (TP) 933 (TN) 

 

The SVM model correctly identified 951 phishing emails as phishing (True Positive) and 933 legitimate emails as 

legitimate (True Negative). However, the model incorrectly classified 67 legitimate emails as phishing, resulting in false 

positives. Additionally, 49 phishing emails were misclassified as legitimate, which represents false negatives. From a 

cybersecurity perspective, false negatives are particularly critical because they represent phishing emails that bypass the 

detection system and reach the user's inbox. Although the SVM model achieved high overall accuracy, the presence of 

false negatives indicates that some phishing patterns were not fully captured by the decision boundary constructed by the 

SVM classifier. 

Table 3. Confusion Matrix for Random Forest 

Actual / Predicted Phishing Legitimate 

Phishing 974 (TP)  26 (FN) 

Legitimate 38 (TP) 962 (TN) 

 

The Random Forest model demonstrated improved classification performance compared to SVM. The model correctly 

detected 974 phishing emails and 962 legitimate emails, resulting in higher true positive and true negative values. Only 

26 phishing emails were misclassified as legitimate, which significantly reduces the risk of undetected phishing attacks. 

Additionally, the model produced 38 false positives, which is lower than the number generated by the SVM model. The 

reduced number of false negatives indicates that Random Forest is more effective in identifying phishing patterns within 

email content. This improvement can be attributed to the ensemble learning mechanism, where multiple decision trees 

collaboratively analyze different subsets of features and training samples. 

 

Comparative Analysis 

When comparing the two models, Random Forest demonstrates better classification robustness, particularly in reducing 

false negatives and false positives. This suggests that Random Forest is more capable of capturing complex feature 

interactions present in phishing email datasets. The results also indicate that ensemble-based models can improve 

detection reliability in cybersecurity applications. In real-world deployment, minimizing false negatives is crucial because 

undetected phishing emails may lead to credential theft, financial loss, or data breaches. Overall, the confusion matrix 

analysis confirms that Random Forest provides superior phishing email detection performance compared to Support 

Vector Machine, making it a more suitable approach for practical email security systems. 

 

Discussion 

 

The superior performance of the Random Forest algorithm can be attributed to its ensemble learning mechanism, which 

combines multiple decision trees to improve predictive accuracy and reduce overfitting. Each tree in the forest is trained 

on a random subset of the data and features, allowing the model to capture complex patterns present in phishing email 

characteristics. 
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Phishing emails often contain diverse linguistic patterns such as suspicious URLs, urgent language, spoofed sender 

information, and misleading subject lines. Random Forest is particularly effective in handling such high-dimensional and 

heterogeneous feature spaces, which explains its improved detection capability compared to SVM. On the other hand, the 

Support Vector Machine algorithm demonstrated strong classification performance but showed slightly lower recall 

values. SVM attempts to construct an optimal hyperplane that separates phishing and legitimate emails. While this 

approach is effective for linearly separable data, phishing email features often exhibit nonlinear relationships, which may 

reduce the model's classification effectiveness unless advanced kernel functions are used. 

 

Another factor influencing model performance is the ability of Random Forest to handle noisy and imbalanced data more 

effectively. Phishing datasets often contain variations in writing styles and feature distributions, and the ensemble nature 

of Random Forest helps mitigate these issues. Furthermore, the results indicate that both models achieved precision values 

above 93%, suggesting that the false positive rate is relatively low. This is important for practical deployment because 

excessive false positives may reduce user trust in automated email filtering systems. 

 

From a computational perspective, SVM generally requires careful parameter tuning, particularly in selecting appropriate 

kernel functions and regularization parameters. Random Forest, by contrast, is more robust and easier to train due to fewer 

hyperparameter dependencies. These findings suggest that Random Forest is a more suitable model for phishing email 

detection tasks, especially in environments where email data is highly diverse and continuously evolving. However, 

despite the promising results, several limitations should be considered. First, the dataset used in this study may not 

represent the full diversity of phishing attacks observed in real-world email systems. Second, phishing strategies 

continuously evolve, which requires regular model retraining and dataset updates. Future research may explore deep 

learning approaches such as Long Short-Term Memory (LSTM), Transformer-based models, or hybrid machine learning 

techniques to further improve phishing detection performance. Overall, the comparative analysis demonstrates that 

machine learning techniques can significantly enhance phishing email detection systems, and ensemble learning methods 

such as Random Forest provide a robust solution for identifying malicious emails in modern cybersecurity environments. 

 

CONCLUSION 

This study presented a comparative analysis of two machine learning algorithms, namely Support Vector Machine (SVM) 

and Random Forest (RF), for detecting phishing emails. The objective of this research was to evaluate the effectiveness 

of both algorithms in identifying malicious email messages and distinguishing them from legitimate communications. 

The experimental results demonstrated that both models achieved high classification performance when applied to 

phishing email detection. However, the Random Forest algorithm consistently outperformed the Support Vector Machine 

across several evaluation metrics, including accuracy, precision, recall, F1-score, and Area Under the Curve (AUC). The 

Random Forest model achieved an accuracy of 96.8%, while the SVM model achieved 94.2%. In addition, the confusion 

matrix analysis revealed that Random Forest produced fewer false positives and false negatives, indicating better 

reliability in identifying phishing emails. The ROC curve analysis further confirmed these findings, where Random Forest 

obtained an AUC score of 0.981, compared to 0.962 for SVM. This result indicates that the ensemble learning approach 

used by Random Forest is more effective in capturing complex patterns present in phishing email characteristics. The 

ability of Random Forest to combine multiple decision trees allows it to handle high-dimensional feature spaces and 

nonlinear relationships more efficiently. From a cybersecurity perspective, the reduction of false negatives is particularly 

important because undetected phishing emails can lead to serious security threats such as credential theft, financial fraud, 

and data breaches. Therefore, the results of this study suggest that Random Forest is a more suitable machine learning 

model for practical phishing email detection systems. Despite the promising results, this study has several limitations. 

The dataset used in this research may not fully represent the continuously evolving nature of phishing attacks. 

Additionally, the study focused on traditional machine learning algorithms and did not explore more advanced deep 

learning approaches. Future research can extend this work by incorporating deep learning models such as Long Short-

Term Memory (LSTM), Convolutional Neural Networks (CNN), or Transformer-based architectures to further improve 

phishing detection performance. Furthermore, integrating additional features such as URL analysis, sender behavior 

patterns, and real-time threat intelligence may enhance the robustness of phishing detection systems in real-world 

applications. 
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In conclusion, this research demonstrates that machine learning techniques can significantly improve the detection of 

phishing emails, and ensemble-based methods such as Random Forest provide a robust and effective solution for 

strengthening modern email security systems. 
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