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ARTICLE INFORMATION ABSTRACT

Phishing attacks represent one of the most common and damaging cyber threats, with
techniques continuously evolving to become more sophisticated and harder to detect.
One of the latest evasion methods of concern is the use of Zero-Width Characters
(ZWC)—invisible Unicode Characters inserted into URLs to deceive traditional
detection systems and human visual perception. This research aims to develop and
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KEYWORDS evaluate an effective and reliable machine learning model to detect phishing URLs
that have been obfuscated using ZWC. The eXtreme Gradient Boosting (XGBoost)
Phishing algorithm was chosen for its proven superiority in handling complex data and its
Zero-Width Characters performance optimization capabilities. This study utilized a public dataset from
XGBoost Kaggle consisting of 11,430 URL samples, which was then modified through a
URL Detection fe.ature engineering process. Specifically, 50% of the phishing URLs were inJ:ected
X with one of five types of ZWC (ZWSP, ZWNIJ, ZWJ, RLM, LRM), and a dedicated
Cybersecurity

binary feature was created to flag the presence of these Characters. Initial training
revealed signs of minor overfitting. Consequently, a hyperparameter tuning process
was conducted by adjusting the max_depth and min_child weight parameters to

Machine Learning

CORRESPONDENCE ) create a more robust model. The final model was evaluated on 20% of the test data

and demonstrated exceptionally high performance, achieving an Accuracy of
Phone: +62 822-7314-7929 97.24%, Precision of 97.03%, Recall of 97.37%, and an AUC score of 0.9972. The
E-mail: andizulherry@umsu.ac.id high Recall value is particularly crucial, proving the model's reliability in minimizing

the risk of missed threats. This research successfully proves that an XGBoost-based
approach with targeted feature engineering can be an effective solution against
advanced phishing attacks.

INTRODUCTION

The internet has become an integral part of everyday life. It has penetrated various aspects of our lives, from
communication and business to education [1,2,3]. This advancement has made access to information increasingly easy
and fast. This development has also brought positive impacts, significantly increasing connectivity and efficiency
globally. However, on the other hand, it has also created new threats, namely the increased risk of cybercrime, one of
which is phishing.

Phishing attacks are one of the most damaging and common forms of cyberattacks [4,5]. According to the latest report
from the APWG (Anti-Phishing Working Group) in 2024, phishing attacks have increased significantly annually, with
financial losses continuing to rise. Since June 2023, the number of phishing attacks has been reported to be in the range
0f 290,000 to 370,000 attacks per month. Citing a report from Intersile Consulting, an annual increase of 50,000 attacks
was recorded, bringing the total to nearly 1.9 million attacks between May 2023 and April 2024. Phishing attacks are
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typically carried out through psychological manipulation (social engineering) with the aim of stealing sensitive data such
as passwords, credit card numbers, or users' personal information.

Currently, the phishing methods used by attackers are increasingly diverse and sophisticated. One new technique that has
begun to emerge and garner attention from the security community is the use of Zero-Width Characters. Zero-Width
Characters (ZWC) are Unicode characters that have no width or visual space when displayed on a user's device screen
[6,7] These characters include Zero-Width Space (U+200B), Zero-Width Non-Joiner (U+200C), Zero-Width Joiner
(U+200D), Left-To-Right Mark (U+200E), and Right-To-Left Mark (U+200F).

This phishing technique, implemented by exploiting Unicode, is known as a Zero-Width Attack on Security & Privacy
(Z-WASP) (Kaavija, 2025). This technique works by inserting ZWC characters into sentences that appear normal to
humans but will affect how machines analyze and index the text. These characters are used to evade detection by systems
that inspect text, such as in the context of attacks on hate speech detection systems or translation applications [8,9]. For
example, an attacker might display a link that looks like www.umsumedan.com. However, the perpetrator has actually
inserted ZWC characters between several letters, for example between the letters d and a, to form www.umsumedan.com
(with the symbol U+200B—Zero-Width Space). However, technically, the browser will read the modified URL and then
redirect the user to a fake site.

In addition to visually deceiving users, this character is also capable of evading automated text- or URL-based security
systems because it is difficult to detect using traditional text-matching checks. For example, a phishing attack using Zero-
Width successfully evaded Microsoft Office 365's email security system in 2019, as well as various corporate email
systems in 20242025 [10,11].

The problem that arises is that currently common security systems, such as signature-based antivirus and rule-based email
filtering systems, still struggle to detect this type of phishing attack. Therefore, a new, smarter and more adaptive approach
is needed to effectively detect Zero-Width Character-based phishing attacks.

Machine learning algorithms have proven effective in detecting various cyberattacks. This approach allows systems to
learn patterns from data and make predictions or classifications without the need for explicit programming for each
scenario. One machine learning algorithm that demonstrates superior performance in classification tasks is Extreme
Gradient Boosting (XGBoost). XGBoost is a machine learning algorithm known for its ability to handle large and complex
data sets.

In the context of phishing detection, XGBoost works by sequentially building a series of decision trees. Each new tree
added focuses on correcting prediction errors made by previous trees. This means that if the first tree incorrectly classifies
a URL as non-phishing when it actually contains ZWC, subsequent trees will learn from that error and attempt to classify
it correctly. This iterative process allows XGBoost to gradually improve the model's overall accuracy in identifying subtle
and complex patterns in URLSs, including the presence of obfuscated Zero-Width Characters.

The goal of this research is to create an effective model for detecting phishing attacks using the XGBoost algorithm,
which is renowned for its ability to handle large and complex data. This algorithm was chosen because of its outstanding
ability to identify hidden patterns in data, which is crucial for detecting Zero-Width Characters disguised in Phishing
URLs.

Furthermore, this study will evaluate the performance of the XGBoost model in detecting phishing URLs using various
evaluation metrics, such as accuracy, precision, recall, and F1 score. The results of this evaluation will demonstrate the
model's effectiveness in real-world situations and identify areas requiring further improvement. Based on the evaluation
results, this study will provide practical recommendations for developing a better and more efficient phishing detection
system.
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METHOD

Workflow

This research aims to develop a phishing detection model using the XGBoost algorithm, which is designed to detect
phishing URLs that have been disguised with Zero-Width characters. In this research process, stages are required so that
the model built is a predictive model and can perform prediction processes accurately.

XGBoost

XGBoost, short for eXtreme Gradient Boosting, is a highly reliable machine learning technique in classification and
regression tasks due to its ability to handle large and complex datasets (Mim Hanifah Permana, 2024). The XGBoost
algorithm was chosen in this study because it has advantages in terms of speed and memory usage. Better utilization of
processor cache, multicore processing and distributed parallel computing make the system run faster than popular
algorithms commonly used. XGBoost optimizes predictive models through an ensemble of decision trees that correct
each other's errors. Each new tree added focuses on the errors left by the previous tree, gradually improving the overall
accuracy of the model (Ryan Afrizal et al., 2018).

AUC (Area Under the Curve)

The AUC is a score that measures the area under the ROC curve. Its value ranges from 0.0 to 1.0. 0.5 means the model is
no better than random guessing, while 1.0 means the model is a simple separator. The AUC is particularly useful for
evaluating models on imbalanced datasets and provides a more comprehensive picture of the model's discriminatory
ability.

Confusion Matrix

A confusion matrix is a method used to measure the performance of a classification method [14,15]. This matrix presents
a table summarizing the number of correct and incorrect predictions produced by a classifier or classification model for a
binary classification task [12,13]. This matrix is very useful in evaluating the performance of machine learning models
because it shows not only the errors made by the model but also the types of those errors.

RESULTS AND DISCUSSION

Data Collection and Preparation

This research uses a public dataset titled "Web Page Phishing Detection" obtained from the Kaggle platform. This raw
dataset consists of 11,430 URL samples with 88 extracted features. Each sample is classified into two categories:
legitimate for legitimate URLs and phishing for malicious URLs.

Next, a feature engineering process was carried out by modifying the original dataset to build detection capabilities for Zero-Width
Characters (ZWC). The first step was to add a new feature column named “mengandung_zwc”, which was initially filled with a value
of 0 for all samples. Then, 50% of the total phishing URLs were randomly selected to be inserted with one of the five types of ZWC
characters that had been defined in the problem constraints, namely Zero-Width Space (U+200B), Zero-Width Non-Joiner (U+200C),
Zero-Width Joiner (U+200D), Right-to-Left Mark (U+200F), and Left-to-Right Mark (U+200E). For each modified URL, the value in
the mengandung_zwc column was changed to 1.

To ensure that the modification process is only applied to the correct class, data verification is performed as shown in Table 4.1. Based
on the table, it can be seen that the value contains_zwc = 1 is only found in URLs with phishing status and is zero in legitimate URLs,

so that the validity of the feature engineering process can be tested.

Table 1. Verifying Data Modification Results Steps

Zero-Width Character Legitimate Phishing
Status
0 5715 2858
1 - 2857
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Persebaran Dataset Sebelum dan Sesudah Modifikasi ZWC
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Figure 1. Dataset Distribution Before and After ZWC Modification
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The final step in the preparation phase was to divide the modified final dataset into two main parts: 80% as training data
and 20% as testing data. The figure below visually illustrates this division: of the total 11,430 URLs, 9,144 were allocated
as training data, and the remaining 2,286 URLs were used as testing data. This division process used a stratified split
method to ensure that the proportion between legitimate and phishing classes remained balanced across both datasets,
thus preventing bias during the model training and testing process.

Visualisasi Pembagian Dataset (80% Latih & 20% Uji)
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W Data Uji (20%)
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Figure 2. Dataset Distribution Visualization

Model Training and Tuning

Once the data is prepared, the next step is to train a classification model using the XGBoost algorithm. This process aims
to build a model capable of recognizing patterns between URL features and their status, whether they are legitimate or
phishing.

In the initial training phase, the model was trained using training data with a standard parameter configuration. However,
initial evaluation results indicated mild overfitting. Overfitting occurs when a model performs too well on data it already
knows (training data), but its performance declines slightly when faced with new data (test data). This is evident from the
accuracy comparison, where the model achieved 100% accuracy on the training data, while the result was 98.03% on the
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test data. This difference, or "gap," indicates that the model tends to "memorize" the training data rather than learn to
generalize its patterns.

To address this issue, a hyperparameter tuning process was performed to reduce model complexity. Two key parameters
were reset: max_depth was capped at 4 and min_child weight was set to 3. These two key parameters were reset to limit
the model's ability to 'memorize' data.

After the tuning process, the model was retrained and re-evaluated. The results, as summarized in Figure 4, showed
significant improvements. The "gap" between training and test accuracy was successfully reduced to less than 1%,
indicating that the final model was no longer overfitting and had better generalization capabilities. This tuned model was
then used as the final model in this study.

Model Results and Evaluation

After training and tuning, the model was tested using 20% of the previously unseen test data. This evaluation phase aims
to objectively measure the model's performance in classifying URLs. Performance measurements are based on four main
metrics, namely Accuracy, Precision, Recall, and F1-Score.

The results of the model performance evaluation on the test data are summarized in full in Table 2. The model achieved
an accuracy of 97.24%, indicating that it was able to correctly classify the majority of URLs. Furthermore, the Precision
value of 97.03% indicates a low error rate in predicting safe URLs as phishing (false positives). Equally important, the
high Recall value of 97.37% demonstrates the model's excellent ability to detect most of the actual phishing URLSs, thus
minimizing the risk of missed threats (false negatives).

Table 2. Model Evaluation Metric Results

Metrix Value
Accuracy 97.24%
Precision 97.03%

Recall 97.37%
F1-Score 97.17%
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Figure 3. Confusion Matrix Visualization
Next, to measure the model's ability to distinguish between legitimate and phishing classes at various probability

thresholds, a Receiver Operating Characteristic (ROC) curve was used. The area under this curve (AUC) provides a single
score representing the model's discriminatory ability. As shown in Figure 4.6, the final model achieved an AUC score of
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0.9972, which is close to the perfect value of 1.0. This indicates that the model has excellent capabilities in separating the
two classes.
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Figure 4. ROC-AUC Model Curve

Based on the evaluation results presented in the previous sub-chapter, a more in-depth discussion can be conducted to
interpret the model's performance and its implications. Overall, the XGBoost model that has been optimized to show very
high performance and is effective in detecting phishing URLs, including those that have been obfuscated using Zero-
Width Characters (ZWC).

The 97.24% accuracy rate demonstrates the model's highly reliable ability to correctly classify URLSs in the vast majority
of cases. However, in the context of cybersecurity, the 97.37% Recall metric holds even greater significance. This high
Recall value indicates that the model successfully identified nearly all phishing threats in the test data. This is crucial
because the primary goal of a detection system is to minimize the number of undetected threats (False Negatives), which
pose the greatest risk to users.

Further analysis of the Confusion Matrix (Figure 4.5) provides insight into the types of errors the model made. Only 20
cases of False Negatives were recorded, meaning only 20 of the 1,143 phishing URLs were incorrectly considered safe.
Conversely, there were 25 cases of False Positives, where legitimate URLs were mistakenly identified as phishing.

An interesting example of a False Positive case was found during testing on several legitimate URLs belonging to
Gunadarma University (e.g., https://praktikum.gunadarma.ac.id/login). The model incorrectly classified it as phishing,
most likely because the URL had several technical characteristics that coincidentally resembled the pattern of malicious
URLs, such as the use of a specific subdomain (praktikum) and the presence of sensitive keywords (login) within the
URL structure. Cases like this demonstrate that, despite being highly accurate, technical feature-based models can
sometimes make mistakes without the contextual understanding that humans possess.

During testing, we also discovered instances where the model showed hesitation (~50% confidence score) when
confronted with a very "sophisticated" or well-crafted conventional phishing URL. This hesitation occurred because the
URL had few suspicious technical characteristics, making the model's total "danger score" insufficient to make a highly
confident decision.
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This phenomenon further highlights the importance of the contains zwc feature, which is the core of this research. If a
subtle phishing attack is coupled with the ZWC trick, the contains zwc feature will serve as a very strong danger signal.
This feature will act as a "tie-breaker," turning the model's doubt into a very confident "Phishing" decision. Thus, it can
be concluded that the ZWC detection feature not only addresses specific threats but also serves as a crucial layer of
defense to strengthen the model's ability to deal with increasingly sophisticated and ambiguous cyberattacks.

User Interface (UI) Implementation

To demonstrate the model's capabilities in a practical and interactive manner, a simple user interface (UI) was developed.
The goal of this implementation was to provide concrete evidence that the trained model was not only statistically valid
but also applicable to real-time URL analysis.

This interface was built using the Gradio library within the Google Colaboratory environment. Gradio was chosen for its
ability to quickly create and share interactive web applications directly from Python code.

& Implementasi XGBoost untuk Deteksi Phishing & ZWC

Tingkat Kepercayaan Model

Fig 5. Phishing Detection Application Ul View

The mechanics behind this interface begin when the user presses the detect button. First, the system validates the input to
ensure that the entered text is in a valid URL format. If the input is valid, a function extracts features from the URL,
including checking for the presence of Zero-Width Characters (ZWC). The resulting feature vector is then fed into the
pre-trained and preloaded model (model_final.json) to generate predictions.

CONCLUSION

Based on the research results and discussion on "Detecting Obscured Zero-Width Characters in Phishing URLs Using the
XGBoost Algorithm," the following conclusions can be drawn: A phishing detection model using the XGBoost algorithm
has been successfully developed and implemented. This model is capable of identifying phishing URLs disguised with
Zero-Width Characters (ZWC) through a feature engineering process, in which a special feature (contains_zwc) is created
to recognize the presence of five types of ZWC (ZWSP, ZWNJ, ZWJ, RLM, and LRM). The model distinguishes between
phishing and legitimate URLs by analyzing a combination of 88 technical and structural URL features—such as URL
length, number of dots, and domain reputation—and the contains_zwc feature, which specifically targets ZWC attacks.
The presence of the ZWC feature proved to be a very strong indicator for detecting more sophisticated attacks. The
XGBoost model, optimized through hyperparameter tuning, proved highly effective in detecting phishing URLs. This is
evidenced by the achievement of very high evaluation metrics on the test data, namely Accuracy of 97.24%, Precision of
97.03%, Recall of 97.37%, and an AUC score of 0.9972. The high Recall value indicates the model's highly reliable
ability to minimize the risk of malicious threats escaping.
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